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Introduction

This document provides a tested, working sample of z/OS mainframe  Job Control Language ("JCL") script to push or pull files to and from the OTech mainframes. The mainframe acts as the FTPS client to perform the file transfers to or from the OTech Secure File Transfer ("SFT") environment.

This document supersedes the initial version of this document "JCL_Samples.doc".

Thanks to Shera Mui@CIO and Yizheng Chen@CIO for their input.
General Information

· The example code works from both Gold Camp and Vacaville mainframes. 
· Confirmed working against SecureTransport 4.8.1 and 4.9.2, running on the current production system sft.ca.gov.

· SFT only supports Passive FTP.  Active FTP over SSL is not "firewall friendly" and should be avoided.  The passive port range is defined on the FTP server side:  5000-5899.  
· The following ports are already open through the firewalls between the OTech mainframes and the SFT Service:
· Mainframe to SFT:  2121 (FTP COMMAND channel)

· Mainframe to SFT:  5000-5899 (FTP passive port range for DATA channel)

Working JCL Sample

Push from mainframe to SFT to specific target directory.
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	//FTPSTEP   EXEC PGM=FTP,REGION=4096K,

//    PARM='-r tls sft.ca.gov 2121 (EXIT'

//SYSFTPD DD DSN=SYS2.SYSFTPD.SECURE.FTP.DATA,DISP=SHR 

//NETRC  DD DSN={RACFID}.NETRC,DISP=SHR

//OUTPUT DD *

//INPUT DD  *

 ascii

 cd RemoteDirectoryOnSFT

 PUT 'HW.PATH.TO.LOCAL(FILE4)' REMOTE_FILE.TXT

 GET SOMEOTHER_REMOTE_FILE.TXT 'HW.SOME.OTHER.PATH.ON.LOCAL.TXT'
 QUIT

//*


· Line 1:  We want to execute FTP as our program.
· Line 2:  These define parameters passed to the FTP mainframe program; case-sensitive.
· -r tls:  Tells FTP to enforce FTPS (TLS)

· sft.ca.gov:  The remote FTPS server.
· 2121:  The remote FTPS server's port.  This will always be 2121.

· Line 3:  This line defines the RACF keyring associated with the CA certificate, required for SSL.   Without this line, the SSL/TLS negotiation will fail
.  The dataset SYS2.SYSFTPD.SECURE.FTP.DATA defining the keyring as well as other SSL parameters should be available to your mainframe environment.

· Line 4:  This line defines the NETRC dataset, containing login credentials to SFT.  You will need to create a different NETRC file for each unique login/password to SFT.  The format of the file will be explained below.  The {RACFID} should be replaced by the actual RACF ID and does not include the curly braces.  If your NETRC is HWMYID.NETRC, then this line would read:
//NETRC  DD DSN=HWMYID.NETRC,DISP=SHR

· Lines 7-11:  These are FTP client commands, and will vary depending on your file transfer process such as where you want to upload or download the file, and source and destination filenames.  Although the FTP commands themselves are case-insensitive, the arguments you pass to them (such as filenames) will be case-sensitive.  
· Line 7:  The ascii FTP command tells the server that the FTP client (the mainframe) would like to transfer using ASCII mode (vs. BINARY).  This is optional, as it is the default.  It is VERY IMPORTANT to transfer in ASCII mode as this will allow FTP client/servers to automatically convert EBCDIC to ASCII.
· Line 8:  The FTP process begins by issuing a cd (cd = "Change Directory") command to change to a different remote directory on SFT.  The directory name is case-sensitive.  If the directory is multiple levels deep, separate the directories by forward slashes ('/'), e.g. "cd RemoteDir1/SubDir2/SubDir3"

· Line 9:  The FTP put command uploads a file to SFT.  The first argument is the local source dataset on the mainframe, and the second is the remote target file on SFT.  The target file is case-sensitive.

· Line 10:  The FTP get command downloads a file from SFT to the mainframe.  The first argument is the remote source file, and the second is the target dataset saved on the mainframe.  The remote source file is case-sensitive.

· Line 11:  The FTP quit command will request closing the FTP session from SFT.  It should always be the last FTP command.
The NETRC Dataset

The NETRC dataset contains the credentials required to authenticate to SFT.  As your JCL may be required to log into different SFT accounts, you will need to create a different NETRC dataset for each unique set of credentials.

Format

The format of the dataset is:

	machine sft.ca.gov login XXXXXX password YYYYYY



Replace XXXXXX and YYYYYY with your SFT login name and password respectively.  In some cases, a long SFT login name (and/or password) may cause this line to wrap past 80 characters.  If so, it is safe to span this information across 2 or more lines, e.g.:
	machine sft.ca.gov login my-very-long-login-id-provided-by-otech

password YYYYYY


Dataset Attributes
Define your NETRC dataset with the following attributes, making sure the record format is fixed block with a record length of 80.  Again, the {RACFID} is a placeholder for your actual RACF ID, e.g. HWMYID.NETRC
	Data Set Name . . . . : {RACFID}.NETRC

General Data                           Current Allocation

 Management class . . : MCSTD           Allocated blocks  . : 2

 Storage class  . . . : SCSTD           Allocated extents . : 1

  Volume serial . . . : CS1053

  Device type . . . . : 3390

 Data class . . . . . : **None**       Current Utilization

  Organization  . . . : PS              Used blocks . . . . : 1

  Record format . . . : FB              Used extents  . . . : 1

  Record length . . . : 80
  Block size  . . . . : 27920

  1st extent blocks . : 2

  Secondary blocks  . : 1

  Data set name type  :                 SMS Compressible  :   NO

  Creation date . . . : 2006/12/13      Referenced date . . : 2010/11/08

  Expiration date . . : ***None***


Multiple NETRC's
You will need to create multiple NETRC dataset for each unique set of SFT credentials.  For example, one JCL may upload to SFT using the login name dts-mainframe, and another using cdi-mainframe.

There is no restriction on the dataset names.  Your NETRC's might be called HWMYID.NETRC1, HWMYID.NETRC2, etc.
Trailing Whitespace Getting Truncated?

By default, the z/OS mainframe client will truncate any trailing whitespace at the end of each line/record.

http://publib.boulder.ibm.com/infocenter/zos/v1r12/topic/com.ibm.zos.r12.halu001/ftpdatasample.htm
If you need to preserve the record length (whitespace), use the configuration TRAILINGBLANKS TRUE.  This can be specified directly in the JCL.  Referring to our original example, add the highlighted lines 4 through 6:
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	//FTPSTEP   EXEC PGM=FTP,REGION=4096K,

//    PARM='-r tls sft.ca.gov 2121 (EXIT'

//SYSFTPD DD DSN=SYS2.SYSFTPD.SECURE.FTP.DATA,DISP=SHR 
//         DD  *

TRAILINGBLANKS TRUE 

//*
//NETRC  DD DSN={RACFID}.NETRC,DISP=SHR

//OUTPUT DD *

//INPUT DD  *

 ascii

 cd RemoteDirectoryOnSFT

 PUT 'HW.PATH.TO.LOCAL(FILE4)' REMOTE_FILE.TXT

 GET SOMEOTHER_REMOTE_FILE.TXT 'HW.SOME.OTHER.PATH.ON.LOCAL.TXT'

 QUIT

//*


Successful Job Output

If your JCL ran successfully, you should receive job output similar to the text below 
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	EZA1736I FTP -r tls sft.ca.gov 2121 (EXIT

EZY2640I Using dd:SYSFTPD=SYS2.SYSFTPD.SECURE.FTP.DATA for local site configuration

EZA1450I IBM FTP CS V1R9

EZA1772I FTP: EXIT has been set.

EZA1554I Connecting to: sft.ca.gov 134.186.92.102 port: 2121.

220-Welcome to OTech SFT Service
220-

220 Connected to OTech SFT Services ready.

EZA1701I >>> AUTH TLS

234 SSLv23/TLSv1

EZA2895I Authentication negotiation succeeded

EZA1701I >>> PBSZ 0

200 PBSZ=0

EZA1701I >>> PROT P

200 PROT command successful

EZA2906I Data connection protection is private

EZA1701I >>> USER XXXXXX
331 Password required for XXXXXX.

EZA1701I >>> PASS

230 Virtual user XXXXXX logged in.

EZA1460I Command:

EZA1736I  cd RemoteDirectoryOnSFT
EZA1701I >>> CWD RemoteDirectoryOnSFT
250 CWD command successful.

EZA1460I Command:

EZA1736I  PUT 'HW.PATH.TO.LOCAL(FILE4)' REMOTE_FILE.TXT
EZA1701I >>> PASV

227 Entering Passive Mode (134,186,92,103,21,173)

EZA1701I >>> STOR REMOTE_FILE.TXT
150 Opening ASCII mode SSL data connection for REMOTE_FILE.TXT.

226 Transfer complete.

EZA1617I 17342 bytes transferred in 0.010 seconds.  Transfer rate 1734.20 Kbytes

EZA1460I Command:

EZA1736I  QUIT

EZA1701I >>> QUIT

221 Goodbye. 



Some notable lines:
· Lines 6-8:  The 220 response code and welcome banner indicate a successful SFT connection.

· Line 9:  The mainframe FTPS client is requesting SSL/TLS using the FTP "AUTH TLS" command.  This must appear before the username and password are sent to ensure encrypted credentials.
· Line 27:  The "PASV" command enables the required “passive” mode for data communications.
· Line 28:  SFT responds with its IP address (the first 4 numbers) and the data port (the last 2) in a comma-separated string :
· The port number is calculated by taking the first number (in our example 21), multiplying by 256, and then adding the last number (173).  (21 * 256) + 173 = 5549.
� Error recorded in the JCL output:�EZA2897I Authentication negotiation failed


EZA2898I Unable to successfully negotiate required authentication
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